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Seller impersonation

Federal Trade Commission calculated fraud losses at more 
than $10 Billion in 2023, attributing $2.7 Billion of that to 
imposter related scams.  



What’s happening in Claims? 

• Increase in fraud claims – new vacant land fraud claims 
every month!!!

• Increase in number of claims filed in 2024 versus 2023 
at same time

As it pertains to fraudulent transactions: 

- Lack of involvement in escrow/closing
- Different techniques
- Short/rush closings
- Unknown notaries (often out of state)



Red Flags

• Ou t  o f s t a t e  p a rt ie s  t o  a  t ra n sa c t ion
• Re m o t e  Se lle r – p h on e /e m a il co n t a c t  on ly
• Ult ra  com p e t it ive  p ric in g  – o ft e n  a t  o r b e low  

a sse sse d  va lu e
• Ru sh  t o  c lo sin g  a n d  con ce ssion s e a sily g ive n
• Se lle r p icke d  e sc row /n o t a ry
• Ca sh  t ra n sa c t ion s
• W irin g  in st ru c t ion s  t o  ou t  o f s t a t e  b a n k 



Notary related fraud

Many vacant land fraud transactions have an aspect of fraud 
involving the notary or notarization issues. 

* fake notary credentials 
* stolen notary stamp
* expired notary



Mitigation techniques

• Send out a letter to the address listed with the assessor 
upon opening a new transaction

• Virtual Underwriter has multiple bulletins available 
that include a link to the letter template.  
Specifically, SLS2022004 which discusses the 
increase in fraudulent attempts and provides a short 
letter the Agent can use and modify to send to 
customers. 

• Attend training on fraud prevention 



Agent Name and Address; include Agent’s phone number and email]

Date

[Name and mailing address of the property owner listed in the Tax Assessor’s Records]

Subject Property: 125 Main Street, Anywhere, 11122 (the “Property”)
Assessor's Parcel No. 11-22-33-4444-CP3O
Agent File Number: 202X-123456789
Pending Property Sale to: (John/Jane Buyer) 

Dear [Name of Property Owner listed in the Tax Assessor’s Records]:

[Agent Name] was selected to provide title insurance involving a purchase and sale of the above Property. We are writing to you today as part of our fraud prevention 
efforts. We want to alert you that a transaction may be pending. 

The purpose of this letter is to alert you that someone is trying to convey and/or encumber this Property, and to confirm that we are communicating with the true owner of 
the Property and that the transaction is being done with your knowledge and permission. If you are selling or refinancing this Property, please allow this letter to serve as 
our thank you for allowing [Agent Name] to handle this transaction. We appreciate your business.

IF YOU ARE NOT IN THE PROCESS OF SELLING THIS PROPERTY, PLEASE CONTACT US IMMEDIATELY AT [(xxx) xxx-xxxx] OR BY E-MAIL AT THE 
ADDRESS FOUND ABOVE. 

We thank you for your attention to this matter.  

Sincerely,

[Agent Name]
XXXXXXXXXXXX
XXXXXXXX, XX 12345
Phone: XXX-XXX-XXXX



Mitigation techniques

• Verify notary through Secretary of State where docs 
notarized

• Attempt to contact notary 
• Don’t allow the Seller to arrange notary closing
• Independently search for the identity of the Seller
• Request in person/virtual meeting 
• Be suspicious of changes



Identified controls – 
Use Remote Notarization
- Technology makes it harder to impersonate Notary or 

signer
- Retained records – other than notary’s journal and 

memory
- Upload of IDs prior to signing – so they can be verified

- Use of RON when possible. 





Create a Rapid Response Plan
• Agents should have a written Rapid Response Plan in 

place in the event of vacant land fraud or wire fraud 
including…

• Identify list of internal persons to be immediately 
notified and contact information 

• Steps to follow as quickly as possible are:
• File with FBI Cybercrime unit at https://www.ic3.gov 
• File report with local law enforcement
• Call all banks that are party
• Notify all parties all other parties

https://www.ic3.gov/


Re c e n t  Cla im  Tre n d s : Im p o s t e r  o r  St o le n  En t it ie s

• En t it y w it h  e xa c t  sa m e  n a m e  b u t  fo rm e d  in  a  d iffe re n t  St a t e

• Se cre t a ry o f St a t e  re co rd s d o  n o t  m a t ch  o r re ce n t ly ch a n g e d

• En t it y d o cu m e n t s  d o  n o t  m a t ch

• -Do cu m e n t s  m a y a lso  co n t a in  g ra m m a t ica l e rro rs , sp e llin g  m ist a ke s, 
t yp o s, e t c .

• Th e  u se  o f virt u a l re a lit y h a s re d u ce d  g ra m m a t ica l a n d  sp e llin g  
e rro rs



His t o r ic a l So u rc e s  o f Cla im s : P o w e r o f At t o rn e y



Exa m p le  o f a  P OA Cla im

• Mo m  a n d  Da d  e xe cu t e  P OA n a m in g  So n -in -La w  a s a g e n t  b e fo re  
le a vin g  fo r a n  e xt e n d e d  t rip  o u t  o f t h e  co u n t ry

• P OA w a s n e ve r re vo ke d  a ft e r Mo m  a n d  Da d  re t u rn e d

• So n -in -La w  u se s P OA t o  t a ke  o u t  m u lt ip le  u n a u t h o rize d  lo a n s 
se cu re d  b y Mo m  a n d  Da d ’s fre e  a n d  c le a r p ro p e rt ie s

• Tit le  co m p a n y m u st  d e fe n d  va lid it y o f a ll lo a n  d o cu m e n t s  e xe cu t e d  
via  P OA



Qu e s t io n s  t o  As k  w it h  a  P OA

• W h y is  t h e  P OA b e in g  u s e d ?  W h y c a n ’t  t h e  P r in c ip a l s ig n ?

• Is  t h e  P r in c ip a l a w a re  o f t h e  t ra n s a c t io n ?  Ho w  d o  w e  k n o w ?

• Is  t h e  P r in c ip a l c o m p e t e n t ?  Is  P OA Du ra b le ?

• Do e s  t h e  P OA a u t h o rize  t h is  p a r t ic u la r  t ra n s a c t io n ?

• Re la t io n s h ip  o f P r in c ip a l a n d  Ag e n t ?  Is  t h e  fa m ily a w a re ?



His t o r ic a l So u rc e s  o f Cla im s : P a yo ff Is s u e s

• Ne ve r  re ly  o n  a  c u s t o m e r p ro m is e  t o  p a y o ff a  lie n  o u t s id e  o f 
e s c ro w

• •Be  w a ry o f p a yo ff s t a t e m e n t s  o r  re le a s e  d o c u m e n t s  n o t  re c e ive d  
d ire c t ly  fro m  t h e  le n d e r  o r  c re d it o r

• •HELOCs  a n d  o t h e r  lin e s  o f c re d it  m u s t  b e  fro ze n / t e rm in a t e d  a n d  
fu lly  re le a s e d

• -A “Ze ro  Ba la n c e ” Le t t e r  is  n o t  a c c e p t a b le



Es c ro w  Cla im s : W ire  Fra u d

• $ 8 50 ,0 0 0  Re s id e n t ia l Sa le P ro p e rt y is  s u b je c t  t o :

• -DOT 1

• -DOT 2

• -J u d g m e n t  1 ($ 8 6 ,0 0 0 )

• -J u d g m e n t  2

• P a yo ffs  a lre a d y re c e ive d  fro m  a ll Le n d e rs  a n d  Cre d it o rs . Se lle r’s  
Ne t  P ro c e e d s  w ill b e  a p p ro xim a t e ly $ 14 2,0 0 0



Es c ro w  Cla im s : W ire  Fra u d

• Se lle r  t e lls  Es c ro w  t h a t  h e  is  n e g o t ia t in g  a  re d u c e d  p a yo ff o n  t h e  
$ 8 6 ,0 0 0  ju d g m e n t

• Se lle r  p ro vid e s  $ 50 ,0 0 0  p a yo ff d e m a n d  o n  e ve  o f c lo s in g

• Es c ro w  c a lls  n u m b e r  o n  re vis e d  p a yo ff t o  o b t a in  w ir in g  
in s t ru c t io n s



Es c ro w  Cla im s : W ire  Fra u d

• Cre d it o r’s  At t o rn e y c a lle d  t h e  n e xt  d a y t o  a s k  a b o u t  p a yo ff

• “Yo u  s e n t  t h e  w ire  w h e re ? !? ”

• W ire  Fra u d  re p o rt e d  t o  t h e  FBI



Es c ro w  Cla im s : Avo id in g  W ire  Fra u d

• Re sid e n t ia l Re fin a n ce  fo r a p p ro xim a t e ly $135,0 0 0

• Exist in g  le n d e r fa xe s P a yo ff St a t e m e n t  d a t e d  No ve m b e r 8 , 20 21



Es c ro w  Cla im s : Avo id in g  W ire  Fra u d

• Em a il fro m  Exis t in g  Le n d e r: “Ca n  I h a ve  a  c o p y o f t h e  p a yo ff 
s t a t e m e n t ?  I w o u ld  lik e  t o  re vie w  it  b e fo re  fu n d in g . P le a s e  a ls o  
c o n firm  w h a t  d a y yo u  w ill b e  fu n d in g .”

• Clo s e r : “He re  yo u  g o !”

• Exis t in g  Le n d e r: “W h a t  d a y a re  yo u  fu n d in g ? ”

• Clo s e r : “W e  a re  fu n d in g  o n  No ve m b e r  30 t h



Es c ro w  Cla im s : Avo id in g  W ire  Fra u d

• Le n d e r: “I d is c o ve re d  a  m in o r  m is t a k e  o n  t h e  p a yo ff s t a t e m e n t . 
W e  w ill b e  fa xin g  a n  u p d a t e d  p a yo ff s t a t e m e n t  la t e r  t o d a y. Th e  
c h a n g e  w ill n o t  a lt e r  t h e  fig u re s  o n  yo u r  CD. P le a s e  c o n firm  
re c e ip t .”

• •Clo s e r : “Ok , I w ill w a t c h  fo r  t h e  u p d a t e d  p a yo ff.”

• •Le n d e r: “At t a c h e d  is  a n  u p d a t e d  p a yo ff s t a t e m e n t . P le a s e  a d d  it  
t o  t h e  file  a n d  re t ra c t  t h e  o ld  o n e  w it h  a  n o t e  t o  u s e  t h e  u p d a t e d  
p a yo ff s t a t e m e n t . P le a s e  c o n firm  re c e ip t .” 



Es c ro w  Cla im s : Avo id in g  W ire  Fra u d
• Re vis e d  P a yo ff St a t e m e n t

• -W irin g  In s t ru c t io n s  c h a n g e d

• -Arr ive d  via  e m a il ra t h e r  t h a n  fa x

• -P ro je c t e d  P a yo ff Da t e  c h a n g e d

• -P e r  Die m  In t e re s t  Ra t e  c h a n g e d

• -Le n d e r  a d d re s s  c h a n g e d



Es c ro w  Cla im s : Co u n t e rfe it  Ch e c k s

• Va rio u s  s c h e m e s  d e s ig n e d  t o  t a k e  a d va n t a g e  o f t h e  “flo a t ” w h e n  
a  c h e c k  is  d e p o s it e d  in t o  yo u r  e s c ro w  a c c o u n t

• Us u a lly  in vo lve s  a  re q u e s t  fo r  re t u rn  o f e a rn e s t  m o n e y o r  o t h e r  
w ire  t ra n s fe r  b e fo re  t h e  c o u n t e rfe it  c h e c k  is  re je c t e d  b y t h e  
p a yin g  b a n k

• No  in -p e rs o n  in t e ra c t io n s  w it h  a n y o f t h e  p a r t ie s

• Se e  Bu lle t in  SLS20 150 0 8  fo r  a d d it io n a l d e t a ils



Questions?
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